Abstract-In IEEE 802.16e, energy management is an important factor to be emphasized especially for Mobile Stations (MSs) due to their limitation on battery capabilities. Efficient energy scheme would guarantees long lifetime for MSs. In WiMAX service, the Base Station (BS) sends security keys to MSs using key management scheme, and MSs need to perform ciphering operations to get access to the security keys for further processing. In this way, performing high ciphering operations by MSs require more energy. This paper proposes an Efficient Key Management Scheme (EKMS) using complete binary tree structure to mitigate this issue, this is done by reducing energy consumption of MSs needed to execute key management process. Analysis shows that EKMS save energy in MSs during key management.
INTRODUCTION
IEEE 802.16 [1] known as WiMAX (Worldwide Interoperability for Microwave Access) provides broadband wireless access to mobile devices, and because of its many benefits, it has become one of the current infrastructure for deployment of wireless communication service. IEEE 802.16e [2] known as Mobile WiMAX is the most common version among the various versions of the IEEE 802.16 standard. In IEEE 802.16e, Multicast and Broadcast Service (MBS) provides services such as centralized key management [3] and allows a BS to send its messages to many MSs concurrently.
In MBS of IEEE 802.16e, firstly, a BS checks the authenticity of MSs by means of Privacy Key Management version 2 (PKMv2) [2] . Next, the group keys are generated such as Group Key Encryption Key (GKEK) and Group Traffic Encryption Key (GTEK). The MBS uses Multicast and Broadcast Rekeying Algorithm (MBRA) [2, 3] in order to generate, update and distribute the group keys such as GKEKs and GTEKs. MBRA is a simple key management algorithm in Mobile WiMAX, while GTEK is used to encrypt data, and GKEK is used to encapsulate the GTEK.
Generally, in key management protocol for updating the group keys called rekeying, the BS (server) and the MSs (members) consume energy to send or receive the group keys. There are large numbers of instances of MSs joining or leaving the cell, and each time the BS has to update the group keys to meet security requirements. This process of group key updating would consume high energy to distribute the group keys.
In order to mitigate the issues of MBRA which were considered weak in security, efficiency and scalability, the authors in [4] [5] [6] proposed special methods to solve MBRA deficiencies. Although their methods have good performance in terms of security, efficiency and scalability, but they are still considered weak in terms of energy consumption. This paper proposes a new key management called Efficient Key Management Scheme (EKMS) based on complete binary tree [7] with the main focus on saving energy consumption in the networks upon rekeying algorithm.
The paper is organized as follows: Section II presents related works on key management in IEEE 802.16e. The proposed scheme is described in Section III. In Section IV, we analyze our proposed scheme. Finally, in Section V we conclude the paper.
II. RELATED WORKS
Generally, a key management protocol generates group keys for the members. There are three forms of key management, namely centralized, hierarchical and distributed architecture [8] . The MBRA algorithm in IEEE 802.16e which is a centralized key management occurs when the life time of GTEK and GKEK expire [2] . In this way, the BS broadcasts message (1) to update GTEK, as well as it unicasts message (2) to all MSs. These messages are as follows. The list of nomenclatures is shown in Table I . 
:
In the last few years, several centralized key management protocols based on tree structures have been proposed, some examples are Logical Key Hierarchy (LKH) [9] , Kronos [10] 978-1-4673-6349-5/13/$31.00 ©2013 IEEE IEEE 2013 Tencon -Spring and One-way Function Tree (OFT) [11] . After that, more protocols have been developed; however, until then, in IEEE 802.16e, the current key management remains inefficient in terms of total energy spent. The authors of [4] proposed a rekeying algorithm called ELAPSE which is based on binary tree. The proposed method divides the MSs into N subgroups, and each subgroup keeps a set of hierarchical group keys. Figure 1 shows a binary tree with four subgroups: subgroup 1 , subgroup 2 , subgroup 3 and subgroup 4 . As an example, subgroup 3 keeps three group keys SGKEK 3 , SGKEK 34 and SGKEK 1234 . Figure 1 . Key Hierarchy in ELAPSE [4] The authors in [5] made some performance improvements to ELAPSE using n-ary tree instead of binary tree. However, similar to ELAPSE the energy consumption in the networks is still high. Researchers in [6] also used multicast hybrid method to improve the ELAPSE's performance, but both methods are based on ELAPSE, and hence the problem associated with ELAPSE remains.
In this paper, our proposed EKMS focuses on improving ELAPSE in terms of energy consumption. Nevertheless, it is applicable to other centralized key management algorithms in IEEE 802.16 such as [4] [5] [6] 
2) Upon a new member joining, the BS unicasts message (4) and broadcasts messages (5) and (6) 
3) Upon member leaving, if an MS leaves subgroup 2 , the BS unicasts message (7) to all remaining MSs in subgroup 2 as well as it broadcasts messages (8) and (9) 
The energy consumption of a rekeying algorithm is considered as the total energy of transmission (TX) and reception (RX) [5] . The energy consumption can be estimated by the length of unicast or broadcast messages upon rekeying. The energy which is required to transmit 1 byte is 1.56μJoule [12] , hence it is possible to calculate the energy consumption for the network.
In order to compute energy consumption upon member leaving, for example an MS leaves subgroup 2 as shown in Figure 1 , the BS must send messages (7), (8) and (9) to update the group keys. Here, the BS unicasts four group keys to all MSs in subgroup 2 by sending message (7) . With regard to the message length, the total number of transmitted group keys upon unicast is shown in Table II considering different number of subgroups: 2, 4, etc. It should be noted here that the number of subgroups in Figure 1 is 4. The tree depth is given by equation (10) and that is equal to 2 in Figure 1 . Here, n is the number of MSs, N is the number of subgroups and d the depth of binary tree. Moreover, the BS broadcasts two messages (8) and (9), where message (8) includes two new group keys and message (9) consisting of three new group keys. In summary, the BS broadcasts five group keys. Table III shows the total number of transmitted group key with various numbers of subgroups. 
As a result, the transmission is given by equation (11), that is a summation of number of group keys in unicast and broadcast messages.
For the broadcast message (8) , all MSs in subgroup 3 and subgroup 4 receive message (8) , and the broadcast message (9) is received by the MSs of subgroup 1 . Hence, for each level i of the binary tree, the number of MSs that receive a broadcast message is different and it is shown in Table IV . Here, equation (13) shows the total number of MSs that receive broadcast messages. Finally, the reception is given by equation (14) . At the end, total energy consumption is given # of subgroups # of group keys
by equation (15) which is a summation of energy consumption of transmission and reception. In this paper, we propose an Efficient Key Management Scheme (EKMS) which is implemented using complete binary tree [7] to minimize energy consumption of MSs upon rekeying. Energy consumption is one of the important parameters in key management. In EKMS, the number of subgroups generated is based on the number of MSs in BS coverage area by means of log(n,2), where n is the number of MSs in the BS's cell [13] . The complete binary tree with the following features is used in EKMS to control and manage the number of subgroups.
1) A complete binary tree is a binary tree in which every node must have exactly two 'children' in case of an internal node, and zero children in case of a leaf node. At depth n, all nodes are as far left as possible.
2) In a complete binary tree, if a node is at an index i, the left child and right chid are at index 2i and 2i+1, respectivly, and the parent is at index i/2.
The complete binary tree with one node as a subgroup is shown in Figure 2 . Here, one subgroup is used when the number of MSs is less than 3. When the number of MSs increase and lies between 3 and 5, based on log(n,2), the BS adds a new node (subgroup 2 ) as shown in Figure 3 . Next, the MSs in Figure 2 divide into two parts. One part adds to subgroup 1 and the other part in subgroup 2 as shown in Figure 3 . The new MS is added to subgroup 2 . The value is written in the internal nodes which show the number of MSs in each subgroup.
In order to update the group keys, the BS sends the following message (16) and (17). The new group key X is shown as X n . Once the number of MSs in BS's cell exceeds 5, a new subgroup would be added. Hence, the BS inserts two new nodes (subgroup 11 and subgroup 12 ) as shown in Figure 4 . In order to satisfy the properties of the tree, these two subgroups insert in the left side of the last level of tree as shown in Figure 4 . Here, the BS divides the MSs of subgroup 1 into two sets and then assigns each set to subgroup 11 and subgroup 12 separately. The new MS is added to subgroup 12 . The BS sends messages (18), (19) and (20) When the number of MSs is more than 5 but less than 12, the key management works normally with 3 subgroups, but once the number of MSs becomes 12, the BS would add one new subgroup as shown in Figure 5 . Hence, the BS inserts two subgroup 21 As a general rule in EKMS, when the number of joining MSs exceeds log(n,2) threshold, the BS would add a new subgroup. On the other hand, if a leaving MS causes the minimum log(n,2) threshold to be violated, the BS must delete a subgroup.
IV. PERFORMANCE ANALYSIS
In this section, the proposed EKMS scheme is analyzed and compared with the scheme in [4] . The aim here is to make an energy efficient rekeying algorithm. In the performance analysis of the proposed method, the IEEE 802.16e standard is considered including a BS and several MSs.
For illustration, our analysis goes with an example as follows: First, we assume there are n MSs in Figure 4 ; hence each subgroup has ( n / N ) MSs. Here, if a MS of subgroup 11 leaves the cell, the BS should update the group keys. Subgroup 11 is at level 2 of the tree, where the root is at level 0. In this way, the BS broadcasts message (24) with two new group keys to all MSs in subgroup 2 . Also, it broadcasts message (25) to all MSs in subgroup 12 , and unicasts message (26) to remaining MSs in subgroup 11 . As a result, the BS sends fewer group keys when an MS leaves a subgroup at level 1 (two group keys) in comparison with level 2 (five group keys). Hence, the average number of transmitted group keys should be analyzed. In Figure 4 , for an MS at level 1 the probability of leaving a subgroup is 1/3, and at level 2 it is 2/3 as shown by equations (29) and (30).
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We illustrate energy consumption of EKMS with an example as follows. In Figure 4 , if an MS leaves subgroup 12 , the BS should update the group keys. As mentioned before, the root is at level 0 of the tree, and the transmitted message sizes at different levels of the tree are different. In this way, the probability that an MS leaves subgroup 2 at level 1 of the tree is 1/3, and the probability at the level 2 is 2/3. The broadcast message to subgroup 11 (level 2) consists of three new group keys (GTEK, SGKEK and SGKEK 1 ), and the broadcast message to subgroup 2 contains two new group keys (GTEK, SGKEK). It also consists of unicasts of four new group keys to MSs in subgroup 12 . But, if an MS of subgroup 2 leaves the cell, the BS broadcasts two new group keys (GTEK and SGKEK) as well as it unicasts three new group keys to the MSs in subgroup 2 . Table V shows the number of group keys in transmission (TX) and reception (RX). The total energy consumption (E) can be calculated by a summation of TX and RX. Figure 7 shows a magnified view of Figure 6 , for the number of MS between 80 and 180. It is clear from the Figure that in EKMS, as the number of MS increases, the number of received messages by MSs is less than ELAPSE and hence they use less energy to access the data.
In Figure 8 , the blue bar (number 1) shows the energy consumption for EKMS against different number of MSs and the gray bar (number 2) is for ELAPSE. As can be seen, the EKMS receives fewer messages (less energy consumption) especially when there is a high number of MSs in the BS cell. In WiMAX multicast service, the key management scheme needs to do ciphering operations to get access to the group keys, and this process requires a lot of energy. The current key management scheme are weak in energy saving. To overcome this problem, the proposed EKMS uses complete binary tree structure when performing key management. Analysis confirms that the proposed scheme achieves better energy saving over existing schemes.
